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focus on issues affecting Australian and regional security, stability
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Strategic Leaders program.
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SECTION ONE – PROJECT PLAN

Research Focus
Following discussions with Navy in late 2017 and early 2018 it was
agreed that the Institute for Regional Security would undertake
three maritime research projects in order to promote public
discussion on topics of importance to Navy:

•• Unmanned and Autonomous Vehicles in the Maritime

Environment Circa 2035. The project would consider
autonomous vehicles in all maritime domains and complement
Exercise Autonomous Warrior 2018 conducted at HMAS Creswell
in November. It also has the potential to inform the work of the
Cooperative Research Centre for Trusted Autonomous Systems
which has recently been established in Queensland.

•• Theatre Anti-Submarine Warfare (TASW) Circa 2035. The

second phase will broaden the focus to examine the wider
field of TASW in our region. Chief of Navy has highlighted the
increasing importance of a more strategic approach to the joint
requirement for TASW. National and coalition assets will need to
be orchestrated with a unifying mission to detect, classify and
if required destroy adversary submarines and other underwater
threats. This is increasingly important to enable access for
expeditionary forces embarked in amphibious ships.

•• Ship-Building as a Whole of Nation Enterprise. The former Chief

of Navy identified the Ship Building Plan as a national enterprise
in his book; The Navy and the Nation. This project seeks to build
on that work and identify next steps required to take this plan

6

INSTITUTE FOR REGIONAL SECURITY | KOKODA PAPER SERIES

forward in conjunction with the Naval Ship Building College and
other initiatives. By the end of 2018, the major elements for the
key naval shipbuilding decisions will have been locked in. IFRS
considers 2019 as an ideal time to extend the national debate on
the implications and opportunities of this strategic endeavour
for the nation.
The intention is to sequence the three activities identified above
consecutively over an 18-month period in order to generate ideas
and concepts supporting Navy’s strategic intent, maximising the
potential arising from the enormous capital investment in Defence
currently underway.

Approach
This study on unmanned and autonomous systems was conducted
through a series of three workshops to engage with diverse senior
leaders within the national security community.
Achieved Schedule for Phase 1
(Unmanned and Autonomous Vehicles)
Activity

Time Frame

Project Plan endorsed by Navy and the
Institute Board

April 2018

Stakeholder Engagement

April-May 2018

First Workshop (strategic and policy)

Late May 2018

Second Workshops (operational and technical)

Late June 2018

Third Workshop (finalizing policy recommendations) Late August 2018
Draft Completed

November 2018

Publication

November 2018

Launch

November 2018
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SECTION TWO – SETTING THE SCENE

Introduction
In a visit to Australia in mid-2018, the American futurist Peter
Singer gave a series of talks about 21st century warfare. In an
address to the Australian Strategic Policy Institute in July he raised:
‘The overwhelming speed of technological development means
armed forces must change their approach to everything from who
they recruit and train to how targets are attacked and how a nation
defends itself.
All of this technology does not mean that we will see humans
eliminated from war anytime soon. Rather, just like with steam
engines and the plane and the computer, we will see changes in the
human skills that are most needed and less needed.
Trends now underway were amazing and overwhelming, and there
were no simple answers to any of them. The key lesson was that to
stand still was to choose to lose. In a time of rapid change nations,
companies and individuals that weren’t changing would fall behind.
Being innovative and adaptive was the key to success or failure.
The focus shouldn’t be on evolutionary improvements, such
as a slightly faster missile or jet, but on the technologies that
truly changed the game. These go via various catchphrases:
‘revolutionary’, ‘disruptive’ or ‘killer apps’.
The important warning is that what makes them revolutionary is
not that they solve your problems. It is the opposite. What defines
them is that they’re technologies that present new questions which
we don’t have answers to.
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One question was, what would be possible that wasn’t possible
before. And they raise new issues of right or wrong that we weren’t
wrestling with before. What is proper? There may be proper ways
to recruit, organise or train, or issues of law or ethics that were
recently the stuff of science fiction, but now have to be resolved by
government and military officers.
The biggest software shift might be in artificial intelligence, with
machines able to not just mimic human decisions but make
superior ones.
Similarly, in October 2018, Stratfor Enterprises published an
article titled Eight Major Forces Shaping the Global Economy. It
stated that “the world is changing faster than ever. With billions of
people hyper-connected to each other in an unprecedented global
network, it allows for an almost instantaneous and frictionless
spread of new ideas and innovations.”
IT IS CLEAR THE NEXT
DECADE IS SETTING UP
TO BE ONE OF HISTORIC
TRANSFORMATION.

Combine the connectedness with rapidly
changing demographics, shifting values and
attitudes, growing political uncertainty, and
exponential advances in technology, and it is
clear the next decade is setting up to be one of
historic transformation.’

The Challenge
As Peter Singer pointed out in his speech to ASPI, being innovative
and adaptive will be the key to success in 21st century warfare.
During the Cold War it was the western military industrial complex
that led technological development in areas such as computing in
order to maintain a winning edge over the former Soviet Union. This
technology was eventually commercialised for civilian use.
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The reverse is true today. With some notable exceptions,
technologies are being developed at a far faster pace in the
commercial sector and are then being adapted for use in the
military arena.
Australia’s Navy cannot be accused of standing still in a time of
rapid technological change. Through the Naval Shipbuilding Plan,
the Australian government is investing $100Bn over 10 years in
the largest recapitalisation of the Navy since World War 2. Circa
2035, the RAN will be a highly capable 5th generation Navy centred
around 2 large amphibious ships, three Air Warfare Destroyers, a
mix of new Hunter and upgraded ANZAC Class Frigates, a mix of
Collins and new Shortfin Barracuda Class submarines, 12 Offshore
Patrol Vessels, logistic support ships and a mix of very capable
helicopters that include the MH60-R.
However, the Navy will not operate alone. It will be working with a
highly capable 5th generation Royal Australian Air Force that will
generate a networked capability unmatched in our region. It will
also be operating with an Australian Army capable of embarking
mission tailored elements in an LHD to undertake expeditionary
operations including humanitarian assistance and disaster relief.
Notwithstanding the investment program, new platforms alone will
not provide assurance that The Royal Australian Navy can continue
to fight and win at sea. A parallel effort will be needed to exploit the
potential of force multiplier capabilities that can be embarked in
these platforms, utilising rapidly advancing technologies such as
unmanned and autonomous systems to maintain a technological
edge over potential adversaries.
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Australia’s Strategic Context
Australia and the United States are Treaty partners through the
ANZUS Alliance which has been in place for over 75 years. The
most well-known aspect of this relationship is intelligence sharing
through the Five Eyes agreement. The two defence forces know
each other well, and the Royal Australian Navy maintains a very
high level of interoperability with the United States Navy.
AUSTRALIA’S
STRATEGIC
CIRCUMSTANCES
ARE DETERIORATING,
AND THE STRATEGIC
TRAJECTORY IS
PESSIMISTIC.

However, after a period of unparalleled stability
and prosperity in the Indo-Pacific region since
the end of World War 2, Australia’s strategic
circumstances are deteriorating, and the
strategic trajectory is pessimistic.

While some commentators question the future
engagement of the United States in the region,
there has been no noticeable reduction in forward deployed US
forces in the Indo-Pacific to date. Assuming this continues to be
the case, the rise of China and the emerging strategic competition
with the United States has the potential to spiral more easily into
conflict in the coming decades.
As a result, traditional strategic relationships and policies are in a
state of flux as governments in the region come to terms with these
new circumstances and adjust their policies accordingly.

2016 Defence White Paper
In reviewing the strategic environment, the 2016 Defence White
Paper identified three Strategic Defence Interests which drive
Australian Defence Strategy:
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•• A secure, resilient Australia, with secure northern approaches
and proximate sea lines of communication.

•• A secure nearer region, encompassing maritime South East Asia
and the South Pacific.

•• A stable Indo-Pacific region and a rules-based global order.
Each interest is given equal weighting.
In addition, the White Paper identified three Strategic Defence
Objectives which outline the activities that Government expects
Defence to be able to conduct if the government chooses to use
military power:

•• Deter, deny and defeat attacks on or threats to Australia and its
national interests, and northern approaches.

•• Make effective military contributions to support the security

of maritime South East Asia and support the governments of
Papua New Guinea, Timor-Leste and of Pacific Island Countries
to build and strengthen their security.

•• Contribute military capabilities to coalition operations that
support Australia’s interests in a rules-based global order.

The Strategic Defence Objectives also guide force structure and
force posture decision making.

Issues Arising from the White Paper
Key observations from the 2016 Defence White Paper can be
summarised as follows:

•• China’s relative influence on the Indo-Pacific region will
continue to increase.
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•• How China chooses to exert its will in the region will be a key
determinant of Australia’s future security.

•• Australia will respond through increased engagement and
presence in the Indo-Pacific region over the next decade.

•• Australia is likely to strengthen partnerships with other likeminded countries such as Japan, India and Indonesia.

•• The Australian Navy is likely to be required to increasingly

operate, and in some instances lead, non-traditional coalition
partners as we approach 2035.

•• However, circa 2035 Australia’s relative power in the region will
be diminishing due rapid economic development in countries
such as Indonesia.

•• The lines between war and peace will become increasingly
blurred, and

•• Circa 2035 climate change impacts will likely increase the

demand on the ADF for Humanitarian Assistance and Disaster
Relief responses domestically, and throughout the region.

Published Navy Guidance
Vice Admiral Barrett served as Chief of Navy from 2014-2018. In
2017 he published a book titled The Navy and The Nation.
Barrett noted that the forces engaged in maritime operations are
expensive, hard to replace and even the smallest units represent a
sizeable investment in human resources where loss can be sudden
and instantaneous and very hard for governments and publics
to bear.
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Barrett stated that seaborne commerce and naval force can be
considered as merged together; merchant vessels provide the
business of the sea, and naval vessels provide the security of the
sea. The Royal Australian Navy is a key and inevitable component
of Australia’s long-term trade security and the combination of
protecting seaborne trade and managing the unexpected provides
the key strategic underpinning of Australia’s naval power.
Barrett believes that to mount effective defensive operations
against armed force and an appropriate offensive capability
to “mess with the adversary’s mind” will remain key strategic
imperatives for Australia, and a key responsibility of the Royal
Australian Navy.
Barrett notes that the Navy needs to be a thoroughly networked
organism to meet the demands of 21st century warfare, where the
emphasis is on manoeuvre, agility, quick decision making and
the imposition of decisive lethality. He states that sea control is
increasingly out of reach of modern navies.
Barrett states that mass is no longer the ultimate determining
factor. For 21st century naval power, the determining factor is the
ability to deliver the kind of lethality that destroys the enemies
command and control – that is strategic lethality – or prevents the
adversary from the exercise of armed force to secure its strategic
objective – that is, decisive lethality.
Barrett notes that lethality is not just about rendering inoperable
the forces of the adversary. It is also about affecting the
adversary’s capacity for making decisions. Lethality is the ability
of Navy’s Fleet to generate decisive outcomes in conflict and
is key to Australia’s ability to wage war. Partnerships are the
essential preconditions of distributed lethality which are critical for
transcending the limits of decisive lethality.
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IT IS CLEAR THAT CIRCA
2035 THE AUSTRALIAN
NAVY WILL FACE A
MUCH MORE COMPLEX,
CONGESTED AND
CONTESTED OPERATING
ENVIRONMENT.

Barrett states that it is critical that Australia
maintains a focus on the cardinal capabilities
that enable it to apply lethal force at the
adversary’s point of maximum vulnerability,
where the application of that lethal force
makes the greatest strategic sense. These
cardinal capabilities are:

•• Force Projection
•• Imposition of unacceptable costs on an adversary
•• Targeted and decisive lethality,
•• Agility, and
•• Exploitation and manipulation of the sea.
The Maritime Operating Environment Circa 2035
Considering the strategic guidance, it is clear that circa 2035 the
Australian Navy will face a much more complex, congested and
contested operating environment.
In addition, workshops for this project have highlighted that the
operating environment will not only be Joint at its core, but also
likely have a whole of government complexion as well i.e. Navy
will increasingly be working with other government agencies in an
operational context.
There will also be a strong push for humans to step back from the
contested environment to minimise casualties. Unmanned and
autonomous systems will be able to assist with this aspect as well
as increasingly assist with dirty and dangerous work in ships and
submarines such as firefighting.
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To make the best use of new naval platforms as highlighted by Vice
Admiral Barrett, there will be a need to rapidly integrate emerging
technologies such as unmanned and trusted autonomous vehicles
into the way Navy fights.

The Technological Environment Circa 2035
Workshopping conducted in support of this paper also identified
the following technological trends:

•• Electronic miniaturisation has accelerated the capabilities of
various platforms making them appear more intelligent.

•• However, we should not believe the Hollywood hype on
technology – robots will not revolt against humanity.

•• For the foreseeable future there will remain a human in/on/or
over the loop for autonomous systems.

•• Machines will enhance human capabilities rather than
replace them.

•• Australia’s membership of the Five Eyes network means that the
Australian Navy will maintain access to leading technologies.

•• The Australian Navy will need to continue to work closely with
Allies on unmanned and autonomous systems to maintain
interoperability.

•• Integration of disruptive technology will not be equal among all
states and non-state actors.

•• What is disruptive is not the emergence of a new technology,

but the reconfiguration of either new or existing technologies for
military purposes.
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•• Non-state actors and smaller nations may endeavour to

leverage new technologies from civilian applications and
use them asymmetrically to attack militarily more capable
opponents.

•• Technological breakthroughs are occurring rapidly in industry
and academia e.g. in machine learning, use of analytics
for decision support, attention mechanisms and language
embedding.

•• Other fields of research are advancing rapidly such as neural
networks, evolutionary robotics, distributed and external
memory, and semantic artificial intelligence.

•• Autonomous decision aids will become more prevalent
throughout systems, and

•• Artificial intelligence will be included in future weapons.
WHAT IS DISRUPTIVE
IS NOT THE
EMERGENCE OF A NEW
TECHNOLOGY, BUT THE
RECONFIGURATION
OF EITHER NEW
OR EXISTING
TECHNOLOGIES FOR
MILITARY PURPOSES.

The advances identified above have significant
military applications. For example, being able
to undertake discrete persistent surveillance,
think faster than your opponent or achieve
collective lethal effects over a wide area offer
significant tactical and strategic advantages.
However, advances in autonomous
technologies will also highlight many other
problems that will need to be solved.
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SECTION THREE –
SUPPORTING NAVY REQUIREMENTS
In understanding where unmanned and autonomous vehicles may
be employed it is helpful to understand what the Royal Australian
Navy is required to do:

•• Contribute to a secure, resilient Australia, with secure northern
approaches and proximate sea lines of communication.

•• Contribute to the security of Australia’s nearer region,

encompassing maritime Southeast Asia and South Pacific.

•• Contribute to a stable Indo-Pacific region and a rules based
global order.

•• Provide for deterrence, denial and defeat of any attack on,

or threat to Australia or its national interests, and northern
approaches.

•• Make an effective military contribution to support the security
of maritime Southeast Australia.

•• Contribute to coalition operations that support Australia’s
interests in a rules based global order.

•• Operate with Allies and partners.
•• Counter the emerging regional submarine threat (conventional

and nuclear) which are capable of surveillance and intelligence
operations, laying mines, and launching anti-ship torpedoes
and missiles.

•• Support the delivery of decisive lethality by other ADF or

Coalition forces (preventing the adversary from exercising
armed force to achieve its strategic objectives).
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•• Integrate into a networked ADF.
•• Operate in an open ocean and littoral environment.
•• Conduct sustained operations over long distances in extreme
weather conditions, and

•• Provide disaster relief and humanitarian assistance in the
Indo‑Pacific and beyond.

Application of Unmanned and
Autonomous Vehicles
During the second workshop in support of this project, and
noting the above tasks, it was determined that unmanned and
autonomous vehicles have the potential circa 2035 to undertake:

•• Rapid environmental assessments.
•• Platform self-noise testing.
•• Monitoring of acoustic hygiene in noise quiet states.
•• Monitoring of Emission Control states.
•• Surveillance and reconnaissance.
•• Shaping operations ahead of a Task Group.
•• Sensing above and below the waterline.
•• Engaging submarine and surface targets.
•• Communications relay.
•• Transferring data (imagery, video, intelligence product).
UNMANNED AND AUTONOMOUS VEHICLES IN THE MARITIME ENVIRONMENT CIRCA 2035:
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•• Deconflicting surface contacts in the littoral.
•• Battle damage assessments.
•• Soft kill countermeasures.
•• Task Group damage control.
•• Electronic warfare
•• Beach surveys.
•• Naval FIRES spotting.
•• Transporting a landing force to shore, and
•• Communicating with and supporting a landing force
once established.

20
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SECTION 4 –
CHALLENGES AND OPPORTUNITIES

The Capability Development Processes
Navy is currently implementing a broad plan for the introduction of
trusted autonomous system into service as follows:

•• Foundational activities 2017-18
•• Initial operations 2018-22
•• Operations consolidation 2022-24 and
•• Future unmanned vehicle operations 2024 +
THE APPROACH OF
STANDING UP 822
EXPERIMENTAL
SQUADRON AT NAVAL
AIR STATION NOWRA
FOR THE TESTING AND
TRIALS OF UNMANNED
AERIAL VEHICLES IS
AN EXCELLENT WAY
FOR NAVY TO LEARN
HOW BEST TO EMPLOY
AND OPERATE THESE
SYSTEMS IN THE
DEMANDING MARITIME
ENVIRONMENT.

Close collaboration with the Defence Science
and Technology Group and Five Eyes partners
through exercises such as Autonomous Warrior
2018 is proving pivotal in helping Navy better
understand the challenges and opportunities
these emerging technologies will provide.
Similarly, the approach of standing up
822 Experimental Squadron at Naval Air
Station Nowra for the testing and trials of
unmanned aerial vehicles is an excellent way
for Navy to learn how best to employ and
operate these systems in the demanding
maritime environment.
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The ADF Integrated Investment Plan envisages trusted autonomous
capabilities emerging circa 2035 however, it is clear from workshop
activity that the pace of technological change is faster than initially
envisaged. In addition, the US Third Offset Strategy will see the
United States Navy field unmanned and autonomous systems at
a more rapid pace. It is likely that the Integrated Investment Plan
will need to be adjusted regularly to counter emerging threats and
maintain interoperability with our major Allies.
Moving forward, Navy will need to be very active in highlighting
emerging capability requirements and be prepared to perform
capability trade-offs (assuming the Defence budget remains
as planned).
Currently Navy priorities for employment of unmanned and
autonomous systems are in the littoral environment e.g.
environmental sensing and mine warfare. However, this should
be expanded in coming years to include the high seas operating
environment as part of a formal program within Navy. Within this
program, Navy should establish a funding stream for unmanned
and autonomous vehicle testing and trials which includes
discretionary dollars.
To expedite delivery of capability, Navy should consider partnering
with industry/service providers/Defence Science and Technology
Group/IFRS to explore capability solutions outside the traditional
capability development process. Navy will need to own the process
and provide policy guidance/seed funding and identify urgent
operational problems that need solving. This method may also
be useful for advancing related policy issues. Proposed solutions
can then be brought back into the formal capability development
process to compete for funding.
Navy should also consider establishing a Joint range for the
testing and trials of unmanned and autonomous vehicles in the
maritime environment.

22
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It will be important for Navy to work closely with the newly
established Trusted Autonomous Systems Cooperative Research
Centre. Partnering with a think tank or other organisation to
mount an invitation only conference in 2019 on unmanned and
autonomous systems in the maritime environment will help Navy
become a better-informed customer.

Ethical and Legal Issues
THE LEGAL
FRAMEWORK IN
WHICH UNMANNED
AND AUTONOMOUS
VEHICLES WILL BE
REQUIRED TO OPERATE
IS NOT YET CLEARLY
DEFINED.

The legal framework in which unmanned
and autonomous vehicles will be required
to operate is not yet clearly defined as
technology is advancing much more
rapidly than regulatory systems. However,
it is important that an international legal
framework be developed within the next five
to ten years to inform decision making on
system employment.

It has been noted in workshop activity that Australia rarely leads
development of State legal practice i.e. Australia is unlikely to
lead development of a legal framework for the use of autonomous
vehicles. In the meantime, there is a danger that legal advice on
employment will be risk averse, potentially applying a speed brake
to development of these systems.
One question that remains unanswered is do unmanned and
autonomous vehicles have sovereign immunity like the warships
from which they may be launched?
For the foreseeable future, legal issues associated with unmanned
and autonomous systems will remain critical from concept
development all the way through to operational employment.

UNMANNED AND AUTONOMOUS VEHICLES IN THE MARITIME ENVIRONMENT CIRCA 2035:
OPPORTUNITIES AND CHALLENGES FOR THE ROYAL AUSTRALIAN NAVY

23

Command and Control
Circa 2035, it is expected that unmanned and autonomous vehicles
will be able to operate in the maritime environment at the strategic,
operational and tactical levels and as a result, further compression
of the levels of war is likely. Existing command and control
networks will need to evolve rapidly to deal with the complexity of
the future maritime battle space. The maintenance of a Common
Operating Picture which captures the presence of unmanned and
autonomous vehicles will be particularly challenging. Current
Operations Room consoles are unlikely to be sufficient and new
means of displaying three-dimensional operational information will
be needed.
The degree of command and control required will be proportional
to the level of autonomy and it may require commanders to accept
an increased level of risk. Mission pre-planning will become
increasingly important as there are likely to be multiple vehicles for
multiple missions leading to concurrency management issues
Unmanned and autonomous vehicles are likely to provide improved
indicators and warnings for a Commander.
The location of the human in/on/over the system will be a key
consideration for command and control, with Mission Command
likely to be the preferred method. Mission analysis may be possible
in close to real time.
Preventing blue on blue vehicle interactions will be a challenge and
new decision support tools will be needed.
State and non-state actors will also have access to unmanned and
autonomous vehicles, so countermeasures will be required.
For all unmanned and autonomous systems, the establishment of
open architectures in initial design and specification will be important.
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While the Aviation Force Element Group is well placed with
822X Squadron for the testing and trials of unmanned and
autonomous systems, other Groups within Navy lack similar
test and trial elements. It is suggested that small test and trial
elements be established within the Surface and Submarine
Forces to develop expertise in systems that may meet emerging
operational requirements.

Networking and Bandwidth
Unmanned and autonomous systems are likely to be most effective
when they operate as part of a network. However, great care will
need to be taken when designing the network to ensure that limited
communications bandwidth is not overwhelmed.
The degree of autonomy will have an impact
on the amount of bandwidth needed. In
many instances, unmanned and autonomous
vehicles may remain “communications silent”
and only transmit should a particular threshold
be achieved. It is envisaged that vehicles operating in swarms will
have a high degree of autonomy.

THE RESILIENCE AND
RELIABILITY OF DATA
OBTAINED WILL BE KEY
TO MISSION SUCCESS.

Communications architectures will be challenging when vehicles
are widely dispersed. The time sensitivity of data will vary greatly
depending on the mission and this will be important for network
managers to understand. Data will be shared across networks on a
time sensitivity priority.
The resilience and reliability of data obtained will be key to
mission success.
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People Issues
A key driver for development of unmanned and autonomous
vehicles will be to move people away from contested environments
to avoid casualties. However, at this stage it is not envisioned that
unmanned and autonomous systems will replace people in the
Australian Navy. What they will do is enable fewer people to be sent
into harms way and free up scarce resources to be applied to other
higher priority tasks.
Workforce planning will be key, and Navy has a good understanding
of its future workforce needs. However, the advent of unmanned
and autonomous systems will have impacts that cannot yet be
predicted. Having a Navy Program manager for these capabilities
will help Navy better understand and manage the people equation.
It is not envisaged that there is a need to develop a specialist
branch at this stage of system development. However, the
formation of close partnerships with industry in this field may
provide the opportunity to embed sailors in project teams that are
working to develop new capabilities for Navy.

Allaying Public Concerns
Hollywood science fiction movies have created a vision in the
minds of some that if we are not careful, robots may one day take
over the world. While this is the realm of fantasy, care will need to
be taken when developing unmanned and autonomous systems to
educate the public that there worst fears are not coming true. There
should be messaging developed that explains how Defence intends
to maintain human control of unmanned and autonomous systems.
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SECTION FIVE –
CONCLUSION AND RECOMMENDATIONS

Conclusion
In conclusion, the Australian Government has embarked on
a program to build a 5th generation Navy through the Navy
Shipbuilding Plan. Concurrently, rapid technological advancements
are occurring in the field of unmanned and
autonomous systems, which have the potential
THERE IS ENORMOUS
to provide significant force multiplier benefits
POTENTIAL TO
to Navy. If Navy embraces the opportunities for
INTEGRATE THEM INTO
THE WAY NAVY PLANS
improvement enabled by these systems, there
TO FIGHT AND WIN AT
is enormous potential to integrate them into
SEA AND PROVIDE A
the way Navy plans to fight and win at sea and
WINNING EDGE.
provide a winning edge.

Recommendations
It is recommended that:

•• Navy establish a program for management of unmanned and
autonomous systems.

•• Navy establish a funding stream for unmanned and autonomous
vehicle testing and trials which includes discretionary dollars.
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•• To expedite delivery of capability, Navy should consider

partnering with industry/service providers/DSTG/IFRS to
develop capability solutions outside the traditional capability
development process. Navy will need to own the process and
provide policy guidance/seed funding and identify urgent
operational problems that need solving. This method may
also be useful for advancing related policy issues. Proposed
solutions can then be brought back into the formal capability
development process to compete for funding.

•• Navy consider establishing a range for the testing and trials of

unmanned and autonomous vehicles in the maritime environment.

•• Navy establish small test and trial elements within the Surface

and Submarine Forces to develop expertise in systems that may
meet emerging operational requirements.

•• Navy work closely with the newly established Trusted
Autonomous Systems Cooperative Research Centre.

•• Navy partner with a think tank or other organisation to mount
an invitation only conference in 2019 on unmanned and
autonomous systems in the maritime environment will help
Navy become a better-informed customer, and

•• Navy develop a roadmap out to 2035 for unmanned and
autonomous systems.
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ANNEX A

Workshop 1 Program - 16 May 2018
0730

Registration and light breakfast provided

0735-0745

Working breakfast
Welcome and introductions
Outline of the day’s activity and purpose

0745-0830

Setting the Scene – Australia’s Strategic Environment
2030-2035
Discussion

0830-0930

Overview of technological developments

0930-1015

What are the C4ISREW Issues that need to be considered
with the introduction of unmanned and autonomous
vehicles (Command and Control / Networking /
Interoperability / Bandwidth etc?)
Workshop activity and discussion

1015-1045

Morning tea

1045-1130

What are the people issues that need to be considered
with the introduction of unmanned and autonomous
vehicles?
Workshop and discussion

1130-1215

What are the other issues that should be considered with
the introduction of unmanned and autonomous vehicles
(force multiplier effect/capability impacts/allaying public
concerns, etc.?)
Workshop and discussion

1215-1230

Summary and Next Steps
Discussion
Workshop close
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ANNEX B

Workshop 2 Program- 20 June 2018
0730

Registration and light breakfast provided

0735-0750

Working breakfast
Welcome and introductions
Recap and outline of the day’s activity and purpose

0750-0855

Table Top Wargame 1 (Undersea Warfare)

0855-1000

Table Top Wargame 2 (Surface warfare))

1000-1030

Morning tea

1030-1130

Table Top Wargame 3 (Air Warfare

1130-1220

Table Top Wargame 4 (amphibious landing)

1220-1230

Summary and Next Steps
Around the floor for any final comments
Workshop close
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ANNEX C

Workshop 3
Discussion of Draft Key Findings and
Recommendations
15 Aug 18

•• Navy should advocate for the introduction of a formal program

for trusted autonomous systems which is Joint from the outset.

•• Navy should establish a funding stream for unmanned

and autonomous vehicle testing and trials which includes
discretionary dollars.

•• To expedite delivery of capability, Navy should consider

partnering with industry/service providers/DSTG and a think
tank of choice to develop capability solutions outside the
traditional capability development process. Navy will need to
own the process and provide policy guidance/seed funding and
identify urgent operational problems that need solving. This
method may also be useful for advancing related policy issues.

•• Navy should consider establishing a range for the testing
and trials of unmanned and autonomous vehicles in the
maritime environment.

•• Navy should determine how it can shape the work of The

Trusted Autonomous Systems CRC to get the outcomes
it needs. Navy should partner with a think tank or other
organisation to mount a conference in 2019 on unmanned and
autonomous systems in the maritime environment.
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The Institute for Regional Security Research Paper explores the
application of unmanned and autonomous vehicles in Royal
Australian Navy operations circa 2035. It discusses Australia’s
security context, the rapid advancements in technology currently
occurring in this field, challenges to be overcome and opportunities
for operational employment. It recommends the Royal Australian
Navy embrace a degree of risk in this area, form partnerships
with industry and establish test and trials units for surface and
sub‑surface vehicles with a view to rapidly introducing this
technology into the Fleet during the coming decade.
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